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Glossary of Terms 

ADEK Department of Education and Knowledge 

CAA Commission for Academic Accreditation of the UAE  Ministry of Education  

Fallback What to do if the risk occurs 

HEFCE The Higher Education Funding Council for England  

ISO International Standards Organization 

Mitigation To make the risk less severe 

RMP Risk Management Plan 

Risk Factor A numbering system indicating weighting of importance/severity of the risk. 
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Preface 

Al Khawarizmi International College was established in 1985. The College did not have a formal 

documented Risk Management Plan (RMP) until 2008. The need for a formal RMP aroused as a 

result of the College expansion programs, the requirements for renewal of the College license by 

the CAA and the world financial crisis in 2008. 

 

When this document was prepared for this first time, the College management studied and 

reviewed academic books, professional services reports and published RMPs for reputable 

colleges and universities. Please see the references section for a list of books and reports studied 

and reviewed while preparing this document. References are given to the sources of information 

in this plan especially the definitions and techniques. 

 

This issue (1.1) has been produced in May 2013 in response to the CAA ERT report for the initial 

accreditation of the proposed Health Management Programs. Also, it has been slightly revised in 

Sep 2013 in response to the feedback from the CAA ERT report. The KIC RMP has been expanded 

so that it addresses the risks associated with the introduction of the new programs. The Risk 

Register  is attached as a separate document; it gives consists of a list of probable risks that are 

department & program specific, their status and history.  
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1. Introduction 

The Risk Management Plan (RMP) described in this document is designed in a generic view so as 

it can be applied to the current College operation (both campuses in Abu Dhabi and Al Ain cities) 

as well as future operation as described in the College 2008-20013 strategic plan (permanent 

campuses for the College in Abu Dhabi and Al Ain). 

The PRESIDENT is responsible for the overall RMP of the College and will manage the College 

processes for controlling the risks identified in this plan. 

The College Board of Trustees is responsible for approving this document (RMP) and all changes 

to it. The Risk Board (as defined later in this document) will make recommendations to the College 

Board of Trustees for any changes for this RMP. 

 

1.1. RMP Aims 

The aims of this RMP are: 

 Define how the risks relevant to KIC operation can be defined and evaluated. 

 Define how the identified risks can be ranked or prioritized for risk action. 

 Define the controls and procedures for risk management and required actions. 

 Identify the risk management cyclical process. 

 Comply with the requirements of the CAA, ADEK, ISO 9001:2008 as well as all other external 

auditors and government agencies. 

 

1.2. Scope of Work 

This RMP includes both qualitative as well as quantitative risk analysis with regard to the 

operation of KIC. 

The risks that are considered in this plan include future risks, potential risks and active risks. 
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1.3. RMP Objectives 

The objectives of the RMP are: 

 Reduce the level of risk exposure to a level that is acceptable and manageable to the College. 

 Identify those risks that have a fair chance of occurring and, where feasible, put measures in 

place to avoid or reduce the probability of their occurrence and/or minimize their impact on 

the College. 

  

1.4. College Deliverables 

The main objective of KIC is the effective management of all reasonably foreseeable risks. 

Therefore, KIC controls risk in order to avoid College deliverables: 

 Having a performance below its standard. 

 Having a negative impact on the College reputation. 

 Missing deadlines. 

 Produced at a much higher cost than the planned cost. 

All projects mentioned in the College Strategic Plan (KIC Strategic Plans 2007 – 2012 and KIC 2013 

– 2018) are considered as strategic projects. Any new project may be classified as a strategic 

project by the PRESIDENT. 

All strategic projects must include a risk analysis section. 

A quarterly progress review meeting will be chaired by the PRESIDENT or his/her deputy; the 

business development manager must provide a review of the progress against the key risks 

identified and the approved actions as documented in the Risks Register. 

All the risks will be held in the Risk Register. The risk Register is an electronic document that is 

held on the College (secure part) web site for easy access. The Risk Register is owned by the 

PRESIDENT and is updated by the Quality Manager as well as the Business Development Manager. 
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1.5. RMP Evaluation Criteria 

The success of the College RMP will be measured using the following points: 

 If all the risks that emerge in future have been identified and managed in the plan. 

 The cost, delay, reputation and other losses is at a level to give confidence of success and is 

being reduced as a result of the RMP. 

The effectiveness of the risk management process will be measured using the following: 

 Risks and actions are identified and understood by all stakeholders. 

 Mitigation actions are approved and implemented in a timely manner. 
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2. Implementation Strategy 

The following sub-sections outline the steps for implementing the RMP and the key officers 

responsible for its implementation. 

 

2.1. Introduction to KIC Risk Management Process 

The risk assessment and management process at KIC involve the identification, quantification, 

mitigation and management of the Academic Departments and Service Units risks. 

To implement this processes a risk management procedure is being introduced at KIC, which 

provides the PRESIDENT and Board of Trustees with the decision support necessary to help the 

College in implementing a minimum risk solution. 

The following techniques will be used in implementing the RMP: 

 Qualitative Risk Assessment - to identify significant risks and assess their impact in the context 

of the College. 

 Quantitative Risk Analysis - to quantify the uncertainty in the College in terms of probability 

and impacts. 

 Risk Management Control - to minimize the consequences of risks, which have been identified 

through the risk process, and to maximize the likelihood of achieving planned milestones and 

targets for all KIC strategic projects. 

Risk Management is the process of the identification of risk, its sources and its ownership, with 

a view to understanding the associated implications, in order to manage, avoid, reduce, 

transfer or eliminate that risk [5]. 

Risk Assessment, the qualitative phase, is aimed at identifying and describing each potential risk, 

assessing its likelihood of occurrence; it’s possible impact on the College and making a statement 

of how the risk may be contained and what fallback/recovery plans are available. 

Risk Analysis, the quantitative phase, is aimed at the evaluation of both individual and composite 

risks, of their probability of occurrence and their impact on the College in terms of cost increase, 

shortfall in performance and/or reputation and also delays to milestone dates. 
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Figure 1: High Level Risk Management Process 

 

Figure 1 above gives details of the high level process for risk management. The Iterations shown 

in the diagram will be repeated in each quarterly risk review cycle. 

Risk Management Plan, the procedure described in the following sub-sections provides for the 

identification, assessment and management of risk to ensure that the level of risk within the 

College is reduced and maintained at an acceptable level. 

 

Risk Assessment  

 

 

 

 

 

 

 
New Projects 



Risk Management Plan (RMP)  

Issue 1.3                                   Date: 01/04/2019                        Authorization:                                                      Page 11 

2.2. Risk Identification 

As of Jan 2009, all KIC strategic projects, forecasted budgets and all academic programs MUST 

include a Potential Risks section. 

Each strategic project manager will identify the potential risks in consultation with the Risk Board. 

The College will organize workshops and training courses on annual basis for key officers about 

Risk Management and all related topics to ensure that key officers in the College have the 

necessary skills in risk management. 

  

2.3. Risk Register 

An electronic file will be created and maintained that keeps a record of all the potential risks 

associated with each strategic project and the forecasted budget. The Risk Register will be stored 

on the secure section of the College web site for easy access by all concerned officers. 

The Risk Register must be updated on quarterly basis or on the project completion whichever is 

sooner. 

Projects within academic departments such as the introduction of new associate and bachelor 

degree programs and projects within service units such as the construction of a new building are 

all considered as strategic projects and hence must include potential risks assessment. 

 

2.4. Risk Owner 

The risk owner will be the relevant project manager, head of academic department or the service 

unit manager; however, in certain cases the ownership of the risk can be assigned to another 

officer by the Risk Board. 

 

2.5. Quarterly Risk Review 

Figure 2 below shows the quarterly risk review process. 
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Each quarterly review consists of a risk review for each strategic project, academic department 

or service unit followed by a Risk Board Review meeting. 

 

 

Figure 2: Quarterly Risk Review Process 

 

The list below is the current academic departments and service units. This list will grow 

significantly during the next five years as per the College Strategic Plan 2013 - 2018. 

 Academic: Information Technology Department 

 Academic: Business Management Department 

 Academic: Health Management Department 

 Scientific Research Department 

 Continuing Education Centre 

 Admission and Registration Department 

 Student Relations Department 

 Learning Resource Centre 

Board of Trustees 
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 IT Services Unit 

 Business Development Unit 

 Finance and Administration Unit 

 Career Office 

 Marketing Unit 

 Institutional Research Unit 

From the quarterly reviews two risk reports are produced, these are as follows: 

 Audit Report using the Risk Factor to categories the severity of the risk. 

 College Summary Report, this prioritizes the risk severity by potential cost impact to the 

College. 

 

2.6. Risk Evaluation and Assessment 

The potential effect of each risk on the College objectives needs to be assessed by each academic 

department or service unit before the Risk Board can take decisions on the level of action required 

to avoid or mitigate the risk. 

Table 1 shows how a risk can be given a qualitative score based upon the tables for ranking 

Probability of Occurrence. 

Categories of Risk Occurrence Expected Probability Range 

Very High 
Order of 80% 
In the range 60% to 100% 

High 
Order of 50% 
expected in the range 40% to 60% 

Medium 
Order of 25% 
expected in the range 15% to 40% 

Low 
Order of 10% 
expected in the range 2% to 15% 

Table 1: Categorizing for Probability of Risk Occurring 

 

Table 2 shows the potential Impact on Performance/Reputation. 
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Impact Category Performance/Reputation Criteria 

Very High A significant shortfall in the performance or functionality of one or 
more of the Key areas of the College. Reputation - potential 
damage to relationship with all stakeholders – local, national and 
international. Sustained crisis management required. 

High A minor shortfall in the performance or functionality of one or 
more of the Key areas of the College. Reputation – potential 
damage to institutes reputation locally and nationally. Effective 
crisis management required. 

Medium A minor shortfall in the performance or functionality of one or 
more of the Key areas of the College. Reputation – potential 
damage to institutes reputation locally. Effective crisis management 
required. 

Low A performance or functionality shortfall, which has been agreed as 
acceptable. Reputation – little or local damage to reputation easily 
mitigated by crisis management procedures. 

Table 2: Categories for Performance/Reputation 

Table 3 shows the potential impact of Delay 

Impact Category Disruption/Delay Criteria 

Very High Disruption to: 
Academic program deliver > 12 months 
Business critical support systems > 12 months 

High Disruption to: 
Academic program deliver between 3 to 12 months 
Business critical support systems between 3 to 12 months 

Medium Disruption to: 
Academic program deliver between 1 to 3 months 
Business critical support systems between 1 to 3 months 

Low Disruption to: 
Academic program deliver < 1 month 
Business critical support systems/processes < 1 month 

Table 3: Categories for Schedule at Strategic, Academic Departments & Services Level 

Table 4 shows the potential impact on Cost. 

Impact Category Cost Criteria 

Very High Financial Loss > than AED 1M 

High Financial Loss between AED 500K to AED 1M; 

Medium Financial Loss between AED 100K to AED 500K; 

Low Financial Loss < AED 100K 

Table 4: Categories for Cost Impact Criteria 
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Current Risk Probability is assessed as the likelihood of the impact occurring if no further mitigation 

action is taken [5]. It takes into account any controls in place and any actions completed up to the 

date of review. 

Current impact covers the assessment of impact with any controls in place and if no further 

mitigation action is taken. 

The assessment of each individual risk in terms of its potential impact and probability of 

occurrence will be recorded in the Risk Register. 

In order to rank risk in terms of severity of impact and the probability of the risk occurring, a Risk 

Factor is calculated by using the probability and the highest impact from cost, delay and 

reputation. 

Table 5 shows how the importance of a risk is indicated by a severity factor weighting of between 

1 and 10. 

P
ro

b
a
b

il
it

y
 

Very High 4 6 8 10 

High 3 5 7 9 

Medium 2 4 6 8 

Low 1 3 5 7 

 Low Medium High Very High 

Impact 

Table 5: Risk Factor against Probability & the Highest Impact 

2.7. Quantitative Risk Analysis 

Initially, each risk is assessed separately and then each risk is assessed collectively with other 

risks. The dynamic interaction of multiple risks must be examined before the final assessment of 

each risk item is concluded. 

 Risk Cost Models are based on the probability and cost impacts reflected in the current risk 

Register, through a mathematical Monte Carlo simulation which derives the risk cost 

exposure to the College. 
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 Risk Network models are based on the individual project plans; they are modelled on a 

monthly basis. These time-based models are based on the probability and delay impacts 

reflected in the current Risk Register, through a mathematical Monte Carlo simulation which 

derives the risk cost exposure to the College. 

 

2.8. Risk Mitigation, Tolerance and Control 

The processes that define Risk Mitigation are shown in Figure 3. 

 

 

 

 

 

 

Figure 3: Risk Mitigation Process 

 

2.8.1. Identify Mitigation Actions 

Risk mitigation action options are: 

 Avoidance: by changing direction or strategy. 

 Reduction measures: to reduce the probability or impact of the risk. 

 Transfer measures: to move the risk onto another party (subject to a detailed analysis). 

 Conscious risk acceptance/absorption without action. 

 Fall-back measures to recover in the event of risk occurrence. 

N
o 

Y
e
s 

Document & review Risk Factors 
without Action. Possibly allocate 

Risk contingency 

Review Controls 

Identify any Secondary 
Risks 

Identify Contingency spend 
for Mitigation 

Identify possible Risk 
Mitigation/Reduction Actions 

Estimate Mitigation costs 

Estimate Risk Factors if 
Mitigation works 

Identify Key Risk Drivers 

Estimate Probability of 
Mitigation working 

Yes 

Authorize Action. Allocate 
Action Owner & Document 

Is Mitigation Cost 
Effective 

No 
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The risk record in the risk Register  deals with the strategies that will be employed to reduce the 

probability or impact of a risk, it also details the cost of those actions and a fallback plan; to reduce 

the impact of the risk on the College should it still occur. 

 

2.8.2. Identify Residual Risk and Action Effectiveness 

Once the mitigation actions applicable to the specific risk are identified, the Risk Owner is 

required to review the risk on the assumption that the planned mitigation is 100% effective, using 

the same evaluation and assessment criteria used for the risk evaluation. 

The risk owner is then required to estimate the probability percentage of the mitigations being 

successful; this is called the Managed Position. These 'post action risk evaluation' estimates are 

combined with the Risk Owner's estimate of the costs of carrying out the actions to provide a 

crude indication of the likely cost effectiveness of the mitigation. 

As a rough guide, the mitigation would normally be approved if the impact of carrying out the 

actions were an order of magnitude lower than the reduction in probability and impact of the risk 

after action. 

 

2.8.3. Risk Tolerance 

The College will be guided by the HEFCE guidelines [1] in order to measure the level of tolerance 

to risk by the criteria set out in the figure 9 below. This will be recorded on the Risk Register 

record. 

Intolerable The College feels most concerned about or experiences severe discomfort at 

carrying this risk. There are insufficient controls in place to address the cause 

or source of risk; controls are considered insubstantial or ineffective. If this 

risk were to materialize, the situation would be irrecoverable in terms of the 

College's reputation/financial well-being and/or service continuity. 

Comprehensive and coordinated action is required immediately. If required, 

funds for mitigation must be made available now. 
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Severe The College feels concerned about carrying this risk. There are few controls in 

place, which are considered substantial and/or effective and address the 

cause or source of the risk. The consequences of the risk materializing, though 

severe, can be managed to some extent via contingency plans. Some action is 

required now and a more comprehensive action plan should be prepared. If 

required, some funds for mitigation should be allocated now and a business 

case prepared to acquire sufficient budget. 

Material The College feels uneasy about carrying this risk. There are some controls in 

place which are considered substantial and/or effective and they do, to 

some extent, address the cause or source of the risk. The consequences of 

the risk materializing are not severe and, should they materialize, can be 

managed via contingency plans. Action plans should be prepared later and, if 

necessary, budget bids mobilized. The status of the risk should be monitored 

continuously. 

Manageable The College feels comfortable about carrying this risk. The risk is considered to 

be small and there are sufficient controls in place, which address 

substantially and/or effectively the cause or source of the risk. The 

consequences of the risk materializing are considered relatively unimportant 

to the business. Continuing under-performance issues arising from this risk 

materializing should be budgeted. The status of the risk should be reviewed 

from time to time. 

 

2.8.4. Risk Controls 

Controls that are in place at KIC need to be identified and listed on the Risk Register record. 

These controls can come from differing sources e.g.: Institutional legal requirements, Internal 

controls etc. The unmitigated risk impacts will require re-assessment when these controls have 

been identified and when any updates and changes to legislation and legal requirements are 

made. 

 

2.9. Risk Management 

The objective is to contain, reduce and plan for risks associated with the College in advance of 

any risk happening. 
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Risk management also requires that some risks be avoided completely by executing aspects in an 

alternative way, absorbing some risks within the budget, and preparing fallback plans for those 

risks that cannot be resolved in advance. 

The Risk Register will be reviewed quarterly with the risk owners responsible for the risks at each 

level. 

 

The Risk Register will contain the proposed actions and their deadline for each risk, as well as fall- 

back plans, and the document will be used to control and record the progress of actions. 

The Risk Models will likewise be reviewed and updated if necessary for each major review and 

revised results issued as part of the reporting cycle. These results may have an impact on the 

College budgets; these changes will be incorporated and updated to reflect such additional work 

as risk mitigation actions. 

The quarterly Risk Board meeting provides an opportunity to discuss all aspects of the risk 

analyses; however, effort will be directed towards the current results for any major College 

milestones, the current critical areas and any areas showing a distinct deterioration on any 

completion dates or costs. 

 

2.10. Risk Register  Control 

The risk Register is a live database that incorporates the following features to maintain the risk 

review and approval status, for each individual risk: 

 Risk Description  

 Risk Owner  

 Risk Category  

 Risk Likelihood  

 Risk Impact 

 Risk Mitigation action  

 Risk Progress on actions  

 Risk Status 

 History 
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2.10.1. Risk Status 

Status controls the usage of the risk information and any associated actions. Status can have the 

following values: 

 Unapproved (Used when risk owner has yet to be agreed or risk identified but not yet formally 

reviewed). 

 Approved (Reviewed and approved by the Risk Board and actively being worked on). 

 Occurred (Risk has occurred). 

 Closed (Risk impact/probability reduced to zero or subsumed by another risk). 

 Deleted (Risk has been rejected). 

All new risks are initially raised as 'unapproved'. Risk closure is subject to Risk Board approval. 

2.10.2. History 

History provides an amendment record for the risk and its associated attributes. History records 

the date of change and a change description. The change description records an outline 

description of the reason for the change and the name of the author(s) of the change. 

History is manually updated following any change to: 

 Risk status 

 Risk impact 

 Action status 

 Risk ownership 

 The meaning of title/description. 
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3. Risk Responsibilities 

3.1 PRESIDENT And Board Of Trustees 

 Approval of risk policy 

 Responsible for overseeing risk management 

 Evaluate and assess of the risk management process 

 

3.2 Risk Board 

PRESIDENT, Provost/Executive Vice PRESIDENT for Academic Affairs, Al Ain Campus Director, HR 

Manager, Director of Finance, Head of Institutional Effectiveness Unit, Registrar, IT Services 

Manager, Career Office Manager, , Student Relations Manager, Business Development Manager, 

Continuing Education Centre Manager and all head of academic departments. 

Their role and responsibilities are the: 

 Implementation of risk policy. 

 Deliver and implement processes which are compatible with the risk policy. 

 Approval/rejection of all risks. 

 Approval of contingencies. 

 Approval of risk mitigation strategies. 

 Manage the Strategic Risk process. 
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