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Equipment and Software Policy 
 
1 Aims of the Computer Labs and Network 

The aim of the computer labs and network at the College is to support the educational programs’ curriculum and the College’s 

general aims of equipping its students with the necessary IT skills for the modern world. 

 
The computer labs and network of the College are of special importance to the wellbeing of the College since KIC is primarily 

an IT College and the main objective of the College is deliver its programs in a practical context. 

 
2 Selection of hardware resources 

When selecting new computer hardware the following should guide the College: 

 Open Systems, the hardware should be standard hardware that is compatible with industry standards. 

 The hardware should be a well-known international brand. 

 The management should standardize on a particular brand to enable easy maintenance and technical support. 

 The specification of the hardware should be the latest available so that it does not become obsolete too soon. 

The initial requirement for new hardware comes from the Head of academic department/Program Leaders. The Head of IT 

Services puts the request to the Human Resource Manager who requests quotations and short lists the suitable offers. The 

PRESIDENT makes the final decision. 

 
3 Selection of software resources 

When selecting new software systems the following should guide the College: 

 Open Systems Software - the software should be standard software that is supported by standard hardware and industry 

standard operating systems. 

 The software should be from a well-known international vendor. 

 The software should be widely used in the UAE in order to help students find immediate employment. 

 The local supplier of the software should provide training for the College’s technical staff and make technical documentation 

available. 

 The local supplier should offer the College educational licenses. 

 The College must make sure that all software purchased is genuine original software and that the license is sufficient for the 

whole population of the College. 

 
4 Depreciation Policies and Inventory Control 

The hardware and software systems used in the College should be depreciated over a 36 months period. All IT 

hardware equipment must be replaced with new systems before their working life is over. 

Each item must be given a unique fixed assets code before it is formally used at the College. 

The College must use a computerized inventory control system that keeps a record of each fixed-assets item, its physical location, 

and the staff member who is responsible for that item. 

 
The Lab Technician is the person responsible for all hardware and software systems in the College. 

The Human Resource Manager must carry a physical inventory audit at the end of every semester on all fixed assets; any 

discrepancies must be reported to the PRESIDENT immediately. 

 
5 Maintenance and Technical Support 

The College’s Computer Labs and Network must be maintained at a very high standard so that the practical sessions are 

smooth and uninterrupted. 

 
Maintenance request forms must be made available in every lab. Teaching staff must be aware of the location of these forms and 

must fill in a form immediately when a computer needs maintenance. 

 
The Lab Technician must check the maintenance folder in each lab twice a day (morning and evening) in case any computers need 
maintenance. 

 



 

 
 
 

The Lab Technician must inform the Head of IT Services if spare parts are needed or if the computer has to be sent to the 

vendor for repair. 

 
The Lab Technician is required to keep a certain number of computers on a standby basis (at least 5% of the total quantity in the 

College) to replace systems that cannot be repaired immediately. 

The Lab Technician must carry out monthly preventive maintenance for all computers and networks at the College. 

 
6 Disaster Recovery Plan for IT 

The main objective of this plan is to set preventive controls and recovery measures in case of disaster which may be caused 

due to: 

6.1 Uninterruptible power supplies: 

This occurs when there is fluctuation of power supplies which will affect badly the power supplies of computer machines 

especially if these machines are used as servers. This thread will affect badly the functionality of these machines and poses high 

risk. 

 Preventive Measures 

The Servers room must be equipped with UPS (Uninterruptible power supply) capable of providing short- term backup 

power to the main servers in case there is power shutdown or interruptible power 

 Recommendations 

Regular inspection must be done to the UPS to test functionality and its effectiveness. Stand by UPS should 

also be kept in case of emergency. 

 
6.2 Fire 

The threat of fire in the building, especially in the Servers room area, is very real and poses high risk factor. The building is filled 

with electrical devices and connections that could overheat or short out and cause a fire. The computers within the facility also 

pose a quick target for arson from anyone wishing to disrupt college operations. 

 Preventive Measures 

o Fire Alarms 

The College Building must be equipped with a fire alarm system, with smoke detectors scattered widely 

throughout the building. Smoke detectors must be placed in the floor where the servers' room is located. 

o Fire Extinguishers 

Hand-held fire extinguishers are required in visible locations throughout the building. Staff must be trained 

in the use of fire extinguishers. 

o Training and Documentation 

 
Detailed instructions for dealing with safety are found in "Accommodation Policy" Administrative Handbook. Staff are 

required to read, understand and practice these procedures. 

 

 Recommendations 

Regular review of the procedures should be conducted to insure that they are up to date. Unannounced drills should 

be conducted by civil defense once a semester. 

 
Regular inspections of the fire prevention equipment are also mandated. Fire extinguishers are periodically inspected 

as a standard policy. Smoke detectors located in the Servers room floor must be regularly inspected and cleaned. 

 
Servers and Storage devices must be kept in a dedicated air-conditioned and secured room. 

 
6.3 Earthquake 

The threat of an earthquake in UAE is low, but should not be ignored. The Building has 11 floors and it is not built to earthquake 

resistant standards. So we could expect damage from any predicted quake. 

 

 Preventive Measures 



 

 
 
 

Earthquakes can interrupt power and other utilities for an extended period of time. Standby power generators could 

be purchased or leased to provide power while other utilities are restored. 

 Recommendations 

Servers & Storage devices should have plastic sheeting available in the Servers room area ready to cover sensitive 

electronic equipment in case the building is damaged. Protective covering should also be deployed over Storage 

devices to prevent water and wind damage. IT technicians should be trained how to proper cover the equipment. 

 
6.4 Computer Crime 

Computer crime is becoming more of a threat as systems become more complex and access is more highly distributed. With 

the new networking technologies, more potential for improper access is present than ever before. 

Computer crime usually does not affect hardware in a destructive manner. It may be more insidious, and may often come from 

within. A disgruntled employee or a student can build viruses or time bombs into applications and systems code. A well-

intentioned employee/student can make coding errors that affect data integrity (not considered a crime, of course, unless the 

employee deliberately sabotaged programs and data). 

 Preventive Measures 

All systems should have security products installed to protect against unauthorized entry. All systems should be 

protected by passwords, especially those permitting updates to data. All users should be required to change their 

passwords on a regular basis. All security systems should log invalid attempts to access data, and security 

administrators should review these logs on a regular basis. 

 
All systems should be backed up on a periodic basis. Those backups should be stored in an area separate from the 

original data. Backups should be saved in DVDs and these must kept in fire proof cabinet. 

 

 Recommendations 

Continue to improve security functions on all platforms. Strictly enforce policies and procedures when violations are 

detected. Regularly let users know the importance of keeping their passwords secret. Let users know how to choose 

strong passwords that are very difficult to guess. 

 
Improve and implement network stronger security mechanisms over the network, such as one-time passwords, data 

encryption, and non-shared wire media. 

 
7 Safety and Security of the Computer Labs 

The Lab Technician is responsible for the installation of anti-virus shield software on all computers at the College. This software 

must be of the type that updates itself through the vendor web site online, every day. 

 
The Lab Technician must carry out regular virus scans on the hard disk(s) of all computers in the College (monthly). 

 
The Lab Technician must set up all computers to have a password on the CMOS setup in order to prevent students from 

changing the system configuration. 

 
8 Network Security 

Access to the College servers must be through valid user names and passwords. 

 
The campus wide network, which is connected to the Internet, must be physically separate from the College’s administration 

network which hosts the Students Registration System, the Accounting and Inventory Control Systems, the CRM System, Library 

System and the Short Courses Registration System. 

 
As a precautionary measure the computers in the administration network are not connected to the Internet. 

The College’s Internet dedicated line must be configured to go through ETISALAT proxy server. This is to provide first level 

security to prevent access to illegal sites. 

 
Certain staff members monitor access to the Internet from student terminals through special software. This is to prevent access to 



 

 
 
 

illegal sites as defined by the UAE Ministry of Telecommunications or ETISALAT. 
 

9 Maintaining and Backup of KIC MIS 

The KIC Management Information System (MIS) consists of the following subsystems: 

a) Khawarizmi Academic Degree system 

b) Short training system 

c) The LRC Management Systems 

d) The Great Plains 

e) The CRM System 

f) File server for staff and students 

g) The Web server, email server, and staff intranet system 
 

9.1 Backup 

Backups for the Great Plains, CRM must be taken on daily basis, while backups for the Associate Degree Programs KADS, Short 

Training, Stores & the LRC and File server for staff & students systems must be taken on weekly basis. The web site backup 

must be taken every time the site is updated. 

 
The responsibility of the backups for the seven systems is for the I.T manager/I.T technicians while the backup for the web site is 

the responsibility of the Webmaster. 

 
Data of these systems must be saved in proper storage media like DVD and kept in fire proof cabinet which is provided for this 

purpose in the I.T manager office. 

 
A backup copy of the KIC Systems must be lodged at the safety box at Dubai Islamic Bank, Al Salam Street branch every three 

months. 

 
Head of IT Services and IT technician must ensure taking the following steps while making backup: 

1. IT technicians should make multiple copies of backup data from different time intervals. This is known as a 

‘generational’ backup. In this case three generations of back-up data would be kept known as the 

grandfather/father/son. 

2. Back-up data must include both applications software and systems data. 

3. Labels on the DVD must be made for copies of the back-up media clearly mentioning what and where the data would 

be kept. 

4. Testing the process of restoring backup data from time to time will ensure that these data can be restored easily 

when need arises. 

9.2 Maintenance 

The Lab Technician is responsible for the day-to-day maintenance of the IT equipment for admin and teaching staff. In case of 

a hardware or software failure then the staff member must fill the technical support request form and give it to the Lab 

Technician. 

 
9.3 Updating of IT Resources 

The IT equipment that constitutes the hardware part of the KIC MIS (staff PCs, printers, network equipment, other hardware 

equipment used for multimedia like; special workstations, dual screens, dual processors, tablets, 3D mice, cameras and digital 

pens and other equipment are also be kept up to date. 

 
Generally speaking the equipment must be replaced every three years (depreciation over 36 months), however; 

Staff PCs and hardware equipment used for multimedia may require updating during less period. In these cases, the equipment 

may be replaced with newer ones even before the three years life cycle is over, however, the PRESIDENT must approve such 

cases. 

 



 

 
 
 

Admin and Teaching staff members are required to write a note to the Head of IT Services and request upgrade/replacement for 
their PCs. 

 
9.4 Safety 

All staff members are required to switch off all their PCs before leaving the College each day. 
 
10 Misuse of the College IT resources 

The college IT resources are not abused in any way by the students or staff. Examples of Misuse of the resources may one but not 

limited to the following: 

1. Users attempt to breach internal or external security systems. 

2. Use of network for criminal purposes (credit cards, personal access codes, etc...) 

3. Unethical use of internet services including accessing unauthorized websites and hacking person's files, email account 

and network resources. 

4. Excessive use of broadcasting functions such as voice, email, video messages which don't respect social, cultural, 

political and religious values of the UAE. 

5. Storing unauthorized material (movies, software, or music) on the network drives. 

6. Relocation/transfer of IT resources without prior authorization. 

 
Suspected violations will be reported and investigated by the departmental heads that will proceed by considering these 

violations as breaches and taking appropriate disciplinary actions according to the staff disciplinary procedures. 

 
11 Periodic Review of this document 

The aims and objectives of the computer labs and network at the College, and the procedures for their maintenance, 

updating, and security must be reviewed at the end of every academic year. 

 
The President and the Director of Institutional Quality and Effectiveness are responsible for the review of the aforementioned 

procedures based on several investigations and surveys such as the Lab Technician report, the Head of academic 

department/Program Leaders reports, and student surveys. Therefore this document must be updated in July of every year. 

 
 

 

Data Security Policy 
KIC is committed to providing technical support to both students and staff associated with the College. 

This technical support extends over software and hardware provision, maintenance, and upgrading. Examples of the support provided 

include: 

 Use of the College's website to enable faculty to connect to the KIC systems whilst off site. 

 Complimentary software package downloads for both students and faculty to assist in their studies. These are likely to include 

Typing Master, Turbo C+, DacEasy, virus detection, Microsoft office, and related packages needed by students to complete 

their work satisfactorily 

 Detection and facilitation of IP addresses for student’s hardware to be connected to network services. 

 Provision of Wireless Internet Access during students stay at the College. 

 Regular virus cleansing prior to student access to internet facilities. 

 Access to e-learning materials and local / global learning resource centers, as subscribed to by the College. 

 
Student owned hardware and software policy: 

It is acknowledged that in addition to using the hardware and software provided and sited within KIC, students may also possess and use 

hardware and software offsite. The general policy of KIC is to support and encourage students in offsite IT use. Elements included in this 

general policy include: 

 Downloading of specified software packages onto students owned hardware on request. The range is constantly reviewed, but 
initially includes Typing Master, Turbo C+, DacEasy, antiviral shield (Mcafee)  and other software required for course completion 



 

 
 
 

 Access to KIC courses which are electronically available onto its website www.khawarizmi.com . The Courses website contains 
course plans, lecture notes, sample of coursework components like; quiz assignments, midterm exams and sample of final exam 
papers. The course website also enables students to send inquires and questions to the course leaders and get instant feedback. 
These courses are accessible to students on and off-site but they require the student to use his/her usernames and passwords 
which is provided by the Head of Admission & Registration. 

 Access to those elements of the LRC database which are available electronically. 

 

 

 

Policy for Appropriate Use of Technology Resources 
The College has clear policies for students and staff regarding the use of the technological resources i.e. Computers, network, Internet, 

.etc. In Student Handbook these policies consider misuse or unauthorized use of computers as gross misconduct which may result in 

strong disciplinary penalties against the students. Students are required to practice ethical use of information technology available at the 

College. Similarly in the Faculty Handbook there are policies that consider abuse of IT as a violation of the College rules and regulations 

which may lead to penalties like probation, suspension, and dismissal as per the staff disciplinary procedures. 

 

The following is the written policies regarding misuse of the College IT resources: 

The college IT resources are not abused in any way by the students or staff. Examples of Misuse of the resources may one but not limited 

to the following: 

1. Users attempt to breach internal or external security systems. 

2. Use of network for criminal purposes (credit cards, personal access codes, etc.) 

3. Unethical use of internet services including accessing unauthorized websites and hacking person's files, email account and 

network resources. 

4. Excessive use of broadcasting functions such as voice, email, video messages which don't respect social, cultural, political and 

religious values of the UAE. 

5. Storing unauthorized material (movies, software, or music) on the network drives. 

6. Relocation/transfer of IT resources without prior authorization. 

 
Suspected violations will be reported and investigated by the departmental heads that will proceed by considering these violations as 

breaches and taking appropriate disciplinary actions according to the staff disciplinary procedures. 

 

http://www.khawarizmi.com/

